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1. Introduction 

This Risk Register documents identified information security risks within the scope of Bokaro Steel Plant's Information Security Management System (ISMS), 

covering the information assets, IT infrastructure of the Computer & Information Technology Department and its operations in accordance with the Statement 

of Applicability. 

2. Risk Register 

R
i
s
k 
I
D 

Risk 
Descripti
on 

Asset(s
) 
Affecte
d 

Threat 
Source 

Vulner
ability 

As
set 
Val
ue 
(1-
5) 

Thr
eat 
Like
liho
od 
(1-
5) 

Vul
nera
bilit
y 
Leve
l (1-
5) 

I
m
p
ac
t 
(1
-
5) 

Inh
ere
nt 
Ris
k 
Sco
re 

Existing Controls Contr
ol 
Effect
ivene
ss 
(0.1-
0.9) 

Res
idu
al 
Ris
k 
Sco
re 

R
is
k 
L
e
v
el 

Risk 
Own
er 

Risk 
Tre
atm
ent 
Opti
on 

Risk Treatment Plan St
at
u
s 

Ne
xt 
Re
vie
w 
Da
te 

R
-
0
0
1 

Unautho
rized 
access to 
sensitive 
custome
r data 

Custom
er 
databa
se 

Extern
al 
hacker
s 

Weak 
authe
nticati
on 
mecha
nisms 

5 4 4 5 80 1. Password policy 2. Firewall 
3. Access logs4.SSL 
certificates 

0.5 40 M
e
di
u
m 

Data
base 
Adm
inist
rator 

Miti
gate 

1. Implement MFA  In 
P
r
o
gr
e
ss 

De
ce
mb
er, 
20
25 

R
-

Data loss 
due to 

File 
servers, 

System 
failure, 

Incons
istent 

5 3 4 5 60 1.Daily backups 2. Disk 
Backup 3. Test restore 

0.5 30 M
e

Back
up 

Miti
gate 
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0
0
2 

inadequ
ate 
backup 
procedur
es 

applica
tion 
servers 

human 
error 

backu
p 
proces
ses 

procedures semi-annually di
u
m 

Adm
inist
rator 

R
-
0
0
3 

Malware 
infection 

Workst
ations, 
servers,
PCs 

Email 
attach
ments, 
malicio
us 
websit
es 

Outda
ted 
antivir
us, 
user 
behavi
or 

4 4 3 4 48 1. Antivirus software 2. Email 
filtering 

0.5 24 L
o
w 

IT 
Secu
rity 
Tea
m 

Miti
gate 

1. Deploy EDR 
solution 2. Enhance 
user awareness 
training 3. 
Implement 
application 
whitelisting 

In 
P
r
o
gr
e
ss 

De
ce
mb
er,
20
25 

R
-
0
0
4 

Network 
intrusion 

Networ
k 
infrastr
ucture 

Extern
al 
attacke
rs 

Firewa
ll 
misco
nfigur
ations 

5 3 3 5 45 1. Firewall 2. Network 
segmentation 3. IDS 
4.Antivirus 5. Domain Control 

0.5 22.
5 

L
o
w 

Net
wor
k 
Adm
inist
rator 

Miti
gate 

1. Conduct firewall 
rule review 2. 
Implement regular 
vulnerability 
scanning 3. Deploy 
EDR solution 

Pl
a
n
n
e
d 

De
ce
mb
er,
20
25 

R
-
0
0
5 

Service 
disruptio
n due to 
DDoS 
attack 

Interne
t 
Service
s 

Hacktiv
ists, 
compe
titors 

Insuffi
cient 
DDoS 
protec
tion 

4 3 4 4 48 1. Basic firewall 2. Rate 
limiting 3. Redundant Firewall 
in place 

0.7 33.
6 

M
e
di
u
m 

Net
wor
k 
Adm
inist
rator 

Miti
gate 

   

R
-

Data 
breach 

Custom
er 

Disgru
ntled 

Excess
ive 

5 2 4 5 40 1. Access controls 2. HR 
policies 3. Least privilege 

0.7 28 M
e

HR, 
IT 

Miti
gate 

1. Regular access 
reviews 2. Employee 
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0
0
6 

due to 
insider 
threat 

databa
se, 
intellec
tual 
propert
y 

emplo
yees 

user 
privile
ges 

model implemented di
u
m 

Secu
rity 

monitoring 

R
-
0
0
7 

Physical 
security 
breach 

Server 
room, 
networ
k 
equipm
ent 

Unaut
horize
d 
person
nel 

Inade
quate 
physic
al 
access 
contro
ls 

5 2 3 4 30 1. Lock and key 2. CCTV 
3.Biometric entry in server 
rooms 3. Access card system  
implemented 4. Visitor 
management procedures in 
place 5. CCTV coverage 

0.5 15 L
o
w 

Facil
ities 
Man
ager 

Miti
gate 

   

R
-
0
0
8 

System 
unavaila
bility 
due to 
patching 
failures 

Critical 
busines
s 
applica
tions 

System 
admini
strator
s 

Inade
quate 
chang
e 
manag
ement 

4 3 3 4 36 1. Change management 
process 2. Test environment 
3. Rollback capabilities 
implemented 

0.5 18 L
o
w 

Cha
nge 
Man
ager 

Miti
gate 

   

R
-
0
0
9 

Data 
corrupti
on due 
to 
software 
defects 

Busines
s 
applica
tions 

Softwa
re bugs 

Insuffi
cient 
testing 

4 3 3 4 36 1. Development standards 2. 
User acceptance testing 

0.5 18 L
o
w 

Dev
elop
men
t 
Man
ager 

Miti
gate 

   

R Ransom All Phishin User 5 4 4 5 80 1. Antivirus 2. Email filtering 0.5 40 M IT Miti 1. Implement In De
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-
0
1
0 

ware 
attack 

system
s 

g 
emails, 
drive-
by 
downl
oads 

behavi
or, 
securit
y gaps 

3. Backups e
di
u
m 

Secu
rity 
Tea
m 

gate application 
whitelisting 2. 
Enhanced user 
training 3. Network 
segmentation 4. 
Offline backups 

P
r
o
gr
e
ss 

ce
mb
er, 
20
25 

R
-
0
1
1 

Vendor 
security 
breach 

Third-
party 
system
s with 
access 

Extern
al 
attacke
rs 

Inade
quate 
vendo
r 
contro
ls 

4 3 4 4 48 1. Vendor assessment 2. 
Contract clauses - NDA 

0.7 33.
6 

M
e
di
u
m 

Proc
ure
men
t, IT 
Secu
rity 

Miti
gate 

   

R
-
0
1
2 

Privilege
d 
account 
compro
mise 

Domain 
controll
ers, 
critical 
servers 

Target
ed 
attack 

Weak 
privile
ged 
accou
nt 
securit
y 

5 3 4 5 60 1. Password policy 2. Access 
control  

0.7 42 M
e
di
u
m 

IT 
Secu
rity 
Tea
m 

Miti
gate 

   

R
-
0
1
3 

Business 
interrupt
ion due 
to power 
failure 

Server 
room, 
networ
k 
equipm
ent 

Power 
grid 
failure 

Dual 
power 
source 

5 2 3 5 30 1. UPS systems 2. Backup 
generators 

0.5 15 L
o
w 

Facil
ities 
Man
ager 

Miti
gate 
& 
Acc
ept 

1. Test generator 
monthly  

Pl
a
n
n
e
d 

 

R Web Custom Extern Applic 5 4 3 5 60 1. Web application firewall 2. 0.5 30 M Appl Miti 1. Developer   
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-
0
1
4 

applicati
on 
compro
mise 

er-
facing 
web 
applica
tions 

al 
attacke
rs 

ation 
vulner
abilitie
s 

Secure coding practices 3. 
Implement regular VAPT 
scanning 

e
di
u
m 

icati
on 
Secu
rity 
Tea
m 

gate security training 

R
-
0
1
5 

Social 
engineer
ing 
attack 

All 
users 
with 
system 
access 

Target
ed 
phishin
g 

User 
aware
ness 
gaps 

4 4 4 4 64 1. Basic awareness training 2. 
Email filtering 

0.7 44.
8 

M
e
di
u
m 

IT 
Secu
rity 
Tea
m 

Miti
gate 

1. Regular 
awareness training 
2. Security culture 
program 

In 
P
r
o
gr
e
ss 

Ev
ery 
mo
nth 

R
-
0
1
6 

Databas
e 
injection 
attack 

Applica
tion 
databa
se 

Extern
al 
attacke
rs 

Poor 
input 
validat
ion 

5 3 4 5 60 1. Basic input filtering 2. 
Database permissions 3. 
Parameterized queries 
implemented 4. Database 
monitoring 

0.6 24 L
o
w 

Data
base 
Adm
inist
rator 

Miti
gate 

   

R
-
0
1
7 

Certificat
e 
expiratio
n 

SSL/TLS 
certific
ates 

Certific
ate 
authori
ty 

Poor 
certifi
cate 
manag
ement 

3 4 2 3 24 1. Certificate monitoring 2. 
Renewal reminders 3. 
Certificate inventory 4. Early 
warning system 

0.8 19.
2 

L
o
w 

IT 
Oper
atio
ns 

Miti
gate 

 Pl
a
n
n
e
d 

 

R
-

DNS 
poisonin

DNS 
infrastr

Extern
al 

Unsec
ured 

4 2 3 4 24 1. DNS filtering 2. Monitoring 
3.Multiple DNS in place(4 

0.7 16.
8 

L
o

Net
wor

Miti
gate 

1. Implement DNS 
security extensions 

Pl
a

De
ce
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0
1
8 

g attack ucture attacke
rs 

DNS 
config
uratio
n 

nos). w k 
Adm
inist
rator 

2. Secondary DNS 
providers 3. DNS 
monitoring tools 

n
n
e
d 

mb
er, 
20
25 

R
-
0
1
9 

Wireless 
network 
compro
mise 

WiFi 
infrastr
ucture 

Extern
al 
attacke
rs 

Weak 
WiFi 
securit
y 

3 3 4 3 36 1. WPA2 encryption 2. 
Network isolation 3. Guest 
network segregation 

0.6 14.
4 

L
o
w 

Net
wor
k 
Adm
inist
rator 

Miti
gate 

1. Implement 
network access 
control  

In 
Pl
a
c
e 

 

R
-
0
2
0 

Email 
compro
mise 

Email 
servers 

Phishin
g, 
creden
tial 
theft 

Weak 
email 
securit
y 

4 4 3 4 48 1. Spam filtering 2. Basic 
authentication 3. 
DMARC/SPF/DKIM in NIC 
email 

0.6 19.
2 

L
o
w 

IT 
Secu
rity 
Tea
m 

Tra

nsf

er 

& 

Mit

igat

e 

   

R
-
0
2
1 

Remote 
access 
compro
mise 

VPN 
infrastr
ucture 

Extern
al 
attacke
rs 

Weak 
VPN 
securit
y 

4 3 4 4 48 1. VPN access controls 2. 
Authentication 3. Zero-trust 
VPN Implemented 4. Multi-
factor authentication 

0.6 19.
2 

L
o
w 

Net
wor
k 
Adm
inist
rator 

Miti
gate 

1. Session 
monitoring 

  

R
-
0

Business 
email 
compro

Executi
ve 
email 

Social 
engine
ering 

Weak 
email 
contro

4 3 4 5 60 1. Email filtering 2. User 
awareness 

0.6 24 L
o
w 

IT 
Secu
rity 

Tra

nsf

er 
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2
2 

mise accoun
ts 

ls Tea
m 

& 

Mit

igat

e 

 

3. Risk Assessment Summary 

3.1 Risk Level Distribution 

Risk Level Count Percentage 

Critical 0 0% 

High 0 0% 

Medium 8 36.4% 

Low 14 63.6% 

Very Low 0 0% 

Total 20 100% 

3.2 Risk Treatment Summary 

Treatment Option Count Percentage 

Mitigate 20 90.9.% 

Transfer & Mitigate 2 9.09% 
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Mitigate & Accept 0 0% 

Accept 0 0% 

Avoid 0 0% 

Total 22 100% 

 

Note: This Risk Register is a living document that should be reviewed and updated regularly according to the organization's Risk Management Policy and Risk 

Assessment Methodology. 

 

Policy Review:   This Risk Register will be reviewed annually or after significant changes to ensure continued effectiveness and alignment with ISO 

27001:2022 standards. 
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